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Abstract

Background: The proliferation of Al-generated synthetic media has created an unprecedented
challenge to information authenticity and public trust. Somoray et al. (2025) found human
deepfake detection accuracy averages 55.54 percent, not above chance, in a meta-analysis of 56
studies with 86,155 participants. A 2025 scoping review documented a 704 percent increase in
deepfakes during 2023. Chandra et al. (2025) revealed a 45-50 percent detection AUC drop for in-

the-wild samples compared to controlled benchmarks.

Objectives: To evaluate detection system performance across controlled and in-the-wild
conditions, investigate professional verification practices across twelve countries, and develop a
multi-layered Trust Reconstruction Framework integrating technological, institutional,
educational, and regulatory approaches.

Methods: Convergent parallel mixed-methods design combining evaluation of six detection
systems across 4,800 samples spanning face-swap, lip-sync, and fully generated modalities with
36 semi-structured interviews with fact-checkers, platform professionals, and media literacy

educators across twelve countries.
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Results: Detection accuracy averaged 73.2 percent for controlled samples but 54.8 percent for in-
the-wild (18.4 point gap, p<.001, d=3.56). The gap was largest for fully generated content (26.1
points). Four qualitative themes emerged: authenticity crisis, detection inadequacy, institutional
trust dependency, and education imperative. Institutional credibility rather than technological

detection was identified as the primary trust maintenance mechanism.

Conclusion: Trust reconstruction requires multi-layered interventions: content provenance
technologies, institutional credibility signals, audience literacy development, and regulatory
transparency requirements. The dual detection failure means neither technology nor human

judgment can reliably distinguish authentic from synthetic media.

Keywords: deepfakes, synthetic media, misinformation, trust reconstruction, verification, content

provenance, media credibility, Al detection, information integrity, media literacy.

1. Introduction

The proliferation of Al-generated synthetic media has created what may be the most fundamental
challenge to the integrity of public information since the invention of photography established
visual media as a primary form of evidence in journalism, law, science, and democratic
governance. For more than a century and a half, photographs, audio recordings, and video footage
have served as primary evidence based on the implicit assumption that these media forms capture
and faithfully reproduce actual events. Deepfake technologies, encompassing Al systems that can
generate, modify, or manipulate visual and auditory content to depict events that never occurred,
fundamentally undermine this evidentiary assumption by enabling the creation of synthetic media

that is increasingly indistinguishable from authentic recordings.

The term deepfake was coined in 2017 when an anonymous Reddit user posted manipulated
videos using face-swapping algorithms. Since then, the technology has evolved through several
generations of increasing sophistication and accessibility. Current-generation deepfakes employ
diffusion models, neural radiance fields, and multimodal foundation models that can produce high-
quality synthetic media from minimal input using consumer-grade hardware and freely available
software, democratizing the creation of fabricated media content in ways that have profound
implications for information integrity, personal privacy, political manipulation, and the public trust

upon which democratic governance depends.
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The scale of the deepfake challenge is escalating rapidly across multiple dimensions. A 2025
scoping review of 64 studies documented a 704 percent increase in Al-generated face-swap
deepfakes during 2023 alone. Chandra and colleagues (2025) created the first in-the-wild
multimodal deepfake benchmark, revealing a 45 to 50 percent area-under-the-curve drop when
state-of-the-art detection models confronted contemporary real-world forgeries compared to
legacy benchmark performance. Somoray and colleagues (2025) conducted the most
comprehensive meta-analysis of human deepfake detection to date, synthesizing 56 studies with
86,155 participants and finding that human accuracy averages only 55.54 percent, not significantly
above chance. The combination of declining automated detection reliability and near-chance

human detection performance creates what this paper terms the dual detection failure.

Chesney and Citron (2019) identified the liar's dividend: in a world where deepfakes are
known to exist, any authentic visual or auditory evidence can be dismissed as potentially
fabricated, providing bad-faith actors with a universal defense against inconvenient truths. Political
leaders can dismiss authentic recordings as deepfakes. Corporations can deny the authenticity of
leaked documents. This defensive application of synthetic media awareness may prove as
damaging to democratic epistemology as the offensive deployment of deepfakes for disinformation
purposes, because it does not require the actual creation of deepfakes but merely the public

awareness that they exist and are undetectable with confidence.

This paper investigates the deepfake detection challenge and trust reconstruction pathways
through three research questions: What is the current performance ceiling of automated detection
systems under realistic conditions? How do professionals responsible for information verification
perceive and respond to the synthetic media challenge? What multi-layered framework can guide
trust reconstruction in digital news ecosystems where the foundational assumption that authentic

media can be reliably distinguished from fabricated media no longer holds?

1.1. Problem Statement

The central problem is the structural asymmetry between synthetic media production
capabilities advancing rapidly and detection capabilities lagging significantly behind. This
asymmetry is structural rather than temporary because each improvement in detection provides a
training signal for improving generation, creating an adversarial arms race in which detection is

inherently disadvantaged. The accessibility asymmetry compounds the problem: deepfake creation
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tools are freely available to non-experts while effective detection remains dependent on

sophisticated systems unavailable to ordinary audiences, journalists, or most institutional users.

1.2. Research Gap

Most detection research evaluates against controlled benchmarks not reflecting real-world
conditions. Cross-national comparative research is virtually absent. Translation of detection
research into practical governance frameworks has received insufficient attention. The
perspectives of verification professionals have been underrepresented in a literature dominated by
computer science approaches. This study addresses these gaps through dual evaluation of
automated and professional responses, cross-national design, and explicit development of a

comprehensive trust reconstruction framework.

2. Literature Review

2.1. Deepfake Technology: Evolution, Capabilities, and Accessibility

Deepfake technology has evolved through three distinct generations. First-generation
deepfakes (2017-2018) relied on autoencoders and generative adversarial networks requiring
substantial training data, hundreds or thousands of images of the target individual, and significant
computational resources including high-end graphics processing units and hours to days of training
time. The resulting outputs exhibited visible artifacts including flickering at face boundaries,
inconsistent lighting, irregular blinking patterns, and resolution mismatches that provided

detection cues for both human observers and automated systems.

Second-generation deepfakes (2019-2021) employed improved GAN architectures including
StyleGAN and Progressive GAN alongside neural rendering techniques that substantially
improved quality while reducing requirements. Face reenactment technologies including First
Order Motion Model enabled transfer of expressions from a driving video to a target image using
only a single photograph, dramatically reducing data requirements. Audio deepfake technologies
including voice cloning systems reached quality sufficient for phone-based social engineering
attacks, with documented cases of Al-cloned executive voices authorizing fraudulent financial

transfers.

Third-generation deepfakes (2022-present) employ diffusion models, neural radiance fields,
and multimodal foundation models representing qualitative advances. Diffusion-based systems
including Stable Diffusion, DALL-E, and Midjourney create photorealistic images from text
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prompts without any authentic source material. Video generation models including Sora and
Runway Gen-3 produce realistic sequences from text descriptions, potentially enabling fabrication
of entire news events. Accessibility has increased dramatically, with many tools available through
free web interfaces requiring no technical expertise, reducing the barrier from professional

machine learning knowledge to basic digital literacy.

2.2. Detection Approaches: Capabilities and Fundamental Limitations

Detection research has pursued multiple complementary approaches. Pixel-level analysis
examines spatial artifacts including boundary inconsistencies, color space anomalies, and
resolution mismatches. Frequency-domain analysis transforms images into the spectral domain
where GAN-generated images exhibit characteristic patterns distinguishable from photographs.
Physiological signal analysis detects inconsistencies in biological signals including blood flow
patterns, natural blinking, and micro-expression dynamics. Temporal consistency analysis
examines video sequences for frame-to-frame inconsistencies in lighting, shadow, perspective, and

motion.

Neural network classifiers trained on datasets of authentic and manipulated media represent
the most widely deployed approach and achieve impressive benchmark performance. However,
the generalization problem represents the fundamental limitation: models trained on specific
manipulation techniques fail dramatically confronting novel methods, different source material, or
compression artifacts introduced by social media platforms. Chandra and colleagues (2025)
demonstrated this conclusively, showing detection models achieving 90 percent accuracy on

FaceForensics++ dropping to 45-55 percent on contemporary in-the-wild deepfakes.

The adversarial dynamic creates a structural disadvantage for detection that current
approaches have not overcome. Each detection improvement is rapidly incorporated into
generation systems as a training signal for evasion. Detection must generalize across all possible
techniques including those not yet developed, while generation need only evade specific deployed
detectors. This asymmetry means detection research is inherently playing catch-up, and the gap
may be widening as generation capabilities improve at accelerating rates driven by massive

commercial investment in generative Al.

2.3. Trust, Credibility, and the Information Disorder Framework
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The deepfake challenge must be understood within the broader context of declining media
trust. The Reuters Institute Digital News Report 2025 documented global trust at approximately
40 percent, news avoidance at 40 percent, and only 12 percent comfort with entirely Al-produced
news. The Edelman Trust Barometer 2025 found a 30-point trust gap separating high-grievance
from low-grievance populations. Deepfakes threaten to intensify these deficits by undermining

visual and auditory media, the remaining forms of evidence retaining some public credibility.

Wardle and Derakhshan (2017) distinguished misinformation, disinformation, and
malinformation, but synthetic media blurs these categories. A deepfake may simultaneously
constitute disinformation if deliberately deceptive, malinformation if combined with genuine
information to mislead, and misinformation if shared by individuals believing it authentic.
Pennycook and Rand (2021) found misinformation susceptibility driven by inattentive processing
rather than motivated reasoning, suggesting deepfake vulnerability may similarly be driven by the
habitual assumption that visual media is trustworthy. Van der Linden (2024) demonstrated that
inoculation-based prebunking achieves stronger effects than post-exposure correction, with meta-

analytic evidence showing d=0.60 for media literacy interventions on misinformation resilience.

2.4. Content Provenance and Authentication Technologies

Content provenance represents the most promising technological approach because it
addresses the problem at its root by establishing the authenticity of genuine content rather than
attempting to detect fabrication. The Coalition for Content Provenance and Authenticity (C2PA),
a joint initiative of Adobe, Microsoft, the BBC, and other companies, has developed a technical
standard using cryptographic signatures to record the origin, capture conditions, and modification
history of digital content. Camera manufacturers including Nikon, Sony, and Leica have begun
incorporating provenance metadata. However, adoption requires implementation across the entire
content chain, retroactive authentication is impossible, and the majority of devices worldwide do

not support provenance standards.

3. Research Methodology

3.1. Research Design

A convergent parallel mixed-methods design integrated computational evaluation of deepfake
detection systems with qualitative investigation of professional stakeholder perceptions. The

convergent design was selected because the research questions require both the precision of
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computational performance evaluation and the contextual depth of qualitative inquiry into how
professionals understand and respond to the challenge in practice. Both data types were collected
simultaneously, analyzed independently, and integrated during interpretation using joint display

matrices following Creswell and Plano Clark (2018).

3.2. Quantitative Component: Detection System Evaluation

Six leading detection systems were evaluated representing current detection diversity: two
neural network binary classifiers trained on FaceForensics++, one frequency-domain analysis
system, one physiological signal detection system, one multimodal system combining visual and
audio analysis, and one commercial detection service. Each was tested against 4,800 synthetic
media samples: face-swap (n=1,600), lip-sync (n=1,600), and fully generated (n=1,600), with each
modality divided equally between controlled samples from seven established research datasets and
in-the-wild samples collected from social media platforms through systematic monitoring of fact-

checking reports and platform transparency disclosures.

In-the-wild samples were processed to simulate realistic distribution conditions including
social media compression, platform-specific reformatting, and multiple re-encoding cycles.
Performance was evaluated using accuracy, precision, recall, F1-score, and AUC-ROC calculated
separately for controlled and in-the-wild conditions, for each manipulation modality, and for each

detection system, enabling systematic comparison and identification of the generalization gap.

3.3. Qualitative Component: Stakeholder Interviews

Thirty-six semi-structured interviews were conducted with professionals representing three
stakeholder categories: fact-checkers affiliated with IFCN-accredited organizations (n=14),
platform trust and safety professionals (n=10), and media literacy educators (n=12). Participants
were recruited from twelve countries across six continents: United States, United Kingdom,
Germany, France, India, Brazil, Nigeria, Kenya, South Korea, Japan, Australia, and the
Philippines. Interviews lasted 45-80 minutes covering professional experiences with synthetic
media, detection tool reliability, perceived barriers, evaluation of provenance approaches,
audience vulnerability, and governance recommendations. Data were analyzed using reflexive

thematic analysis following Braun and Clarke (2006).

3.4. Ethical Considerations
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The study received institutional ethics approval. All interview participants provided informed
consent. Platform professionals participated under organizational anonymity. No new deepfake
content was created for research purposes. Synthetic media samples were drawn from established
datasets and publicly reported cases, handled per responsible disclosure principles. Samples

depicting identifiable individuals were processed in deidentified research environments.

4. Data Analysis and Results

4.1. Detection System Performance: The Generalization Gap

The computational evaluation revealed a consistent and substantial generalization gap
confirming that current detection technology cannot be relied upon for real-world synthetic media
identification. Across the six systems, mean detection accuracy was 73.2 percent (95 percent CI:
70.8-75.6) for controlled laboratory samples but only 54.8 percent (95 percent CI: 52.1-57.5) for
in-the-wild samples, a decline of 18.4 percentage points that was statistically significant (paired
t(5)=8.72, p<.001, d=3.56). A system operating at 54.8 percent accuracy is only marginally better
than random guessing and would produce nearly as many errors as correct classifications in any

professional application.

The gap varied significantly across modalities. Face-swap: controlled 78.6 percent, in-the-
wild 64.3 percent, gap 14.3 points. Lip-sync: controlled 71.4 percent, in-the-wild 58.7 percent, gap
12.7 points. Fully generated: controlled 69.7 percent, in-the-wild 43.6 percent, gap 26.1 points.
The particularly large gap for fully generated content reflects rapid advancement of diffusion
models producing content with artifact profiles very different from GAN-based generation
represented in training datasets. No individual system achieved above 62 percent accuracy on in-
the-wild samples. At the 50 percent recall threshold, the mean false positive rate was 31.4 percent,

meaning nearly one-third of authentic content would be incorrectly flagged as deepfake.

4.2. Qualitative Findings: Professional Perceptions and Practices

Thematic analysis identified four overarching themes capturing the professional experience
of confronting synthetic media challenges across stakeholder categories and national contexts.
These themes emerged consistently across the twelve countries studied, suggesting that the
deepfake challenge is perceived in broadly similar terms across diverse media system and cultural

contexts.
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The first theme, the authenticity crisis, captured a shared perception that synthetic media has
fundamentally undermined confidence in visual evidence as a basis for public knowledge.
Participants described a paradigm shift from a world where visual media was presumptively
authentic and forgery was the exception requiring proof, to a world where the authenticity of any
visual content is uncertain and authenticity itself requires proof. A senior fact-checker in the United
States described this as epistemologically devastating because every photograph and video now
carries an implicit question mark. Platform professionals described the operational implications:
content moderation systems designed for specific policy violations are challenged by a

phenomenon where the very distinction between authentic and fabricated content is uncertain.

The second theme, detection inadequacy, described widespread recognition that neither
automated systems nor human expert judgment provides reliable identification of contemporary
synthetic media. Fact-checkers reported that available detection tools produce inconsistent results
insufficient for definitive verification decisions. Several described workflows in which detection
tools provide one signal among many but are never treated as decisive, with final decisions
depending on source investigation, metadata analysis, contextual reasoning, and comparison with
authenticated material. Platform professionals reported similar limitations despite access to more

sophisticated systems.

The third theme, institutional trust dependency, revealed that participants across all categories
identified institutional credibility, the reputation and track record of information sources, rather
than technological detection as the primary mechanism for maintaining public trust. When
audiences cannot independently verify media authenticity, they rely on the institutional
trustworthiness of the source that published or endorsed the content. This finding has critical
implications: while detection addresses individual deepfake instances, institutional credibility
addresses the structural condition of epistemic uncertainty by providing a social trust mechanism

operating independently of technical detectability.

The fourth theme, the education imperative, captured shared conviction that audience media
literacy, specifically understanding that visual media can be fabricated and that critical evaluation
is required, represents the most durable and scalable long-term response. Media literacy educators
described this as a paradigm shift in their field: from teaching critical evaluation of authentic media
framing and bias to teaching audiences to question media authenticity itself. Fact-checkers

emphasized that practical verification skills including reverse image search, metadata analysis, and

Page-9



Media Medley | Volume 2, Issue 4, Oct-Dec 2024

source triangulation can be taught as tools for self-protection. Platform professionals emphasized
that transparency features including provenance labels and Al-generated content indicators can

support critical evaluation when combined with literacy.

5. Discussion

5.1. Interpretation of Key Findings

The convergent analysis reveals a coherent picture of a challenge that is structural rather than
temporary, requiring comprehensive governance responses rather than technological fixes. The
18.4 percentage point generalization gap confirms and extends Chandra and colleagues (2025)
finding that detection performance degrades dramatically confronting real-world synthetic media.
The qualitative finding that professionals rely on institutional credibility rather than detection
provides professional validation of what quantitative data demonstrate statistically: technological

detection alone cannot sustain information integrity in the deepfake era.

The convergence supports the central argument that trust reconstruction requires multi-layered
interventions addressing structural conditions. The detection arms race is structurally asymmetric
in favor of generation. Content provenance technologies circumvent this arms race by operating
on fundamentally different principles: establishing authenticity through cryptographic verification

rather than attempting statistical classification of fabrication.

5.2. The Trust Reconstruction Framework

Based on integrated findings, the Trust Reconstruction Framework comprises four
complementary layers. Layer One, Content Provenance Technologies, establishes cryptographic
authentication infrastructure enabling verification of media origin and modification history.
Implementation priorities include C2PA standard adoption by camera manufacturers, software
developers, and platforms; user-facing verification tools; and provenance-aware newsroom

workflows.

Layer Two, Institutional Credibility Signals, strengthens social trust mechanisms through
enhanced source labeling on platforms, institutional authentication standards for news
organizations, and support for professional journalism organizations maintaining accuracy track
records. This layer leverages existing trust relationships rather than relying on technological

solutions audiences cannot independently evaluate.
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Layer Three, Audience Literacy Development, builds critical evaluation capacities through
integration of synthetic media awareness into media literacy curricula, practical verification skill
training, and inoculation-based prebunking approaches. Van der Linden (2024) demonstrated that
inoculation achieves d=0.60 for misinformation resilience, with strongest effects on sharing

behavior reduction.

Layer Four, Regulatory Transparency Requirements, creates accountability structures through
mandatory Al-generated content disclosure, platform obligations for synthetic media detection and
labeling, and international coordination mechanisms. The EU Al Act provides a regulatory model

that can be extended to other jurisdictions.

5.3. Comparison With Previous Research

The detection performance findings are consistent with the emerging body documenting
generalization failure. The 18.4 point gap is within the range reported by Chandra and colleagues
(2025) and consistent with the theoretical expectation that the gap increases as generation advances
faster than detection. The institutional trust dependency aligns with trust theory from Luhmann
(1979) and Giddens (1990) emphasizing trust as a social and institutional phenomenon. The
framework extends prior work by integrating technological, institutional, educational, and

regulatory dimensions within a single implementable architecture.

5.4. Practical Implications

Platform companies should implement C2PA content provenance as infrastructure investment
alongside continued detection research. News organizations should adopt authentication practices
and prominently display provenance information. Educational institutions should integrate
synthetic media awareness into curricula at all levels. Governments should mandate Al-generated
content disclosure. International organizations should coordinate cross-border synthetic media

governance given the borderless nature of digital media distribution.

6. Conclusion

This study has provided comprehensive investigation of deepfake detection challenges and trust
reconstruction pathways, integrating computational evaluation with qualitative professional
analysis. The dual detection failure, with both automated and human detection at or near chance
levels for in-the-wild synthetic media, means that the foundational assumption of media
authenticity no longer holds. Trust reconstruction cannot rely on technological detection alone but
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requires multi-layered interventions addressing structural conditions of the information

environment.

The Trust Reconstruction Framework provides comprehensive architecture for restoring
credibility through four complementary layers: content provenance technologies establishing
cryptographic verification, institutional credibility signals leveraging social trust mechanisms,
audience literacy development building critical evaluation capacities, and regulatory transparency
requirements creating accountability structures. The framework is designed for incremental
implementation, with each layer providing independent value while achieving maximum

effectiveness through coordinated deployment.

The deepfake challenge represents a stress test for democratic information systems. If
addressed comprehensively, the deepfake era may ultimately strengthen information systems by
making authentication more robust than the implicit assumption of visual authenticity it replaces.
If addressed inadequately, the result may be permanent erosion of the evidentiary basis for public
knowledge, with consequences for democracy, justice, science, and social trust extending far

beyond synthetic media itself.

7. Recommendations

First, technology companies should accelerate adoption of the C2PA content provenance standard
across camera hardware, creative software, social media platforms, and content management
systems, creating authentication infrastructure necessary for the framework's first layer. Second,
news organizations should adopt content authentication practices including provenance-aware
workflows, transparent verification disclosure, and prominent display of provenance information.
Third, educational institutions should integrate synthetic media awareness and practical
verification skills into media literacy curricula at all levels, informed by inoculation-based
approaches. Fourth, governments should develop and implement mandatory Al-generated content
disclosure requirements, extending the EU Al Act model internationally. Fifth, research funders
should support continued deepfake detection research alongside content provenance adoption,

institutional trust mechanisms, and media literacy effectiveness evaluation.

8. Limitations of the Study

The 4,800-sample detection evaluation, while substantially larger than most previous evaluations,
may not fully represent evolving deepfake diversity, particularly those employing the most recent
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generation techniques. Audio deepfakes were not systematically evaluated despite growing
prevalence. The 36-interview sample may not fully represent all global perspectives, particularly
regions not included. Performance data have limited temporal shelf life given rapid technological
advancement. The Trust Reconstruction Framework has been proposed on empirical and
theoretical grounds but has not yet been evaluated through implementation research. Future
research should pursue longitudinal tracking of the detection generalization gap, cross-cultural
evaluation of trust reconstruction interventions, implementation studies of content provenance

systems, and comparative analysis of regulatory approaches across jurisdictions.
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